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that are used only to pro duce the
recordkeepmg copy.
2. Copies used for dlssemmatlon DESTROY/DELETE
revision, or updating that are WHEN DISSEMINATION,
maintained in addition to the REVISION, OR
recordkeeping copy. UPDATING IS COMPLETE
[GRS27-8.2]
2800 | 27 |INFORMATION
TECHNOLOGY
OPERATIONS AND
MANAGEMENT RECORDS
27 | A. OVERSIGHT AND
COMPLIANCE FILES
Records in offices with
agency-wide or bureau-wide
responsibility for managing IT
operations relating to compliance
with IT policies, directives, and
plans including recurring and
special reports, responses to
findings and recommendations,
and reports of follow-up
‘| activities.
1. Performance measurements DESTROY/DELETE
and benchmarks. WHEN 5 YEARS OLD OR
1 YEAR AFTER
¢ RESPONSIBLE OFFICE
DETERMINES THAT
THERE ARE NO
UNRESOLVED ISSUES,
WHICHEVER IS LONGER.
[GRS 24-1a]
2. All other oversight and DESTROY/DELETE

compliance records, including
certification and accreditation of
equipment, quality assurance

reviews and reports, reports on

Verify Current version before use at:

httn-/inadic? ocfee na

WHEN 3 YEARS OLD OR
1 YEAR AFTER
RESPONSIBLE OFFICE

DETERMINES THAT
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Verify Current version befor use at:
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_implementation of plans,
‘compliance reviews, and data
‘measuring or estimating impact
‘and compliance. Note: See item
'C2 for performance files relating |

to systems

Page 207 of 579 )

'THERE ARE NO
. UNRESOLVED ISSUES,

'WHICHEVER IS LONGER.
[GRS 24-1b]

| 'MANAGEMENT, AND
'EQUIPMENT SUPPORT
'SERVICES RECORDS.

H
e

NPR 1441.1D -- Chapter2

'Records maintained by offices

responsible for the control and
operation of buildings and rooms

'where IT equipment, systems,

and storage media are located,
including files identifying IT

| facilities and sites, and files
-concerning implementation of IT
facility and site management and
-equipment support services
“provided to specific sites,
“including reviews, site visit
reports, trouble reports,

equipment service histories,
reports of follow-up actions, and
related correspondence.

C.IT ASSET AND

CONFIGURATION

"MANAGEMENT FILES.

' DESTROY/DELETE

WHEN 3 YEARS OLD, OR |
WHEN SUPERSEDED OR |
OBSOLETE, WHICHEVER

IS LONGER. |

'[GRS 24-2]

as databases of barcodes affixed
“to IT physical assets.

1. Inventories of IT assets,

'network circuits, and building or
circuitry diagrams, including

 DESTROY/DELETE I

YEAR AFTER

' COMPLETION OF THE

equipment control systems such  NEXT INVENTORY.

¥
{
i
H

Verity Current version before use at:
. LT TN O S

[GRS 24-3a]

Page 207 of 579



NPR 1441.1D -- Chapter2

Verify Current version befor use at:
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2. Records created and retained
for asset management,
performance and capacity
management, system
management, configuration and
change management, and
planning, follow-up, and impact
assessment of operational
networks and systems. Includes,
but is not limited to:

Page 208 of 579

(a) Data and detailed reports on
implementation of systems,
applications and modifications;
application sizing, resource and
demand management;
documents identifying,
requesting, and analyzing
possible changes, authorizing
changes, and documenting
implementation of changes;
documentation of software
distribution and release or
version management

| DESTROY/DELETE |

| TERMINATION OF

YEAR AFTER

SYSTEM.
[GRS 24-3b(1)]

I R A T A [ SR }

27

(b) Records of routine IT
maintenance on the network
infrastructure documenting
preventative, corrective, adaptive
and perfective (enhancement)
maintenance actions, including
requests for service, work orders,
service histories, and related
records. Note: If any
maintenance activities have a
major impact on a system or lead
to a significant change, those
records should be maintained as
part of the item C2(b).

Verify Current version before use at:

DESTROY/DELETE
WHEN 3 YEARS OLD OR
1 YEAR AFTER
TERMINATION OF
SYSTEM, WHICHEVER IS
SOONER.

[GRS 24-3b(2)]
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D. SYSTEM BACKUPS AND
TAPE LIBRARY RECORDS. |
1. Backup tapes maintained for |
potential system restoration in
the event of a system failure or
other unintentional loss of data.
(2) Incremental backup tapes. DELETE/DESTROY
WHEN SUPERSEDED BY
A FULL BACKUP, OR
WHEN NO LONGER
NEEDED FOR |
SYSTEMRESTORATION,
WHICHEVER IS LATER.
[GRS24-4a(1)]
(b) Full backup tapes. Note: See | DELETE/DESTROY
Schedule 2/H, for backups of WHEN SECOND
master files and databases. SUBSEQUENT BACKUP
g IS VERIFIED AS
SUCCESSFUL OR WHEN
NO LONGER NEEDED |
FOR SYSTEM
RESTORATION,

WHICHEVER IS LATER.
[GRS24-4a(2)]

2. Tape library records including
automated files and manual

records used to control the
location, maintenance, and
disposition of magnetic media in
a tape library including list of
holdings and control logs.

DESTROY/DELETE
WHEN SUPERSEDED OR
OBSOLETE.
[GRS 24-4b]

NPR [441.1D -- Chapter2

E. FILES RELATED TO
MAINTAINING THE
SECURITY OF SYSTEMS
AND DATA. |

Verify Current version before use at:
| Ao i . -~ -~
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version befor use at:

Verify Current
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1. System Security Plans and DESTROY/DELETE 1

Disaster Recovery Plans. YEAR AFTER SYSTEM IS
SUPERSEDED.
[GRS 24-5a]

2. Documents identifying IT DESTROY/DELETE 1

risks and analyzing their impact, | YEAR AFTER SYSTEM IS |

risk measurements and SUPERSEDED.

assessments, actions to mitigate |[GRS 24-5b]

risks, implementation of risk

action plan, service test plans,

test files and data.

F. USER IDENTIFICATION,

PROFILES,

AUTHORIZATIONS. AND

PASSWORD FILES. Excluding

records relating to electronic

signatures.

27 | 1. Systems requiring special DESTROY/DELETE
accountability, e.g., those INACTIVE FILE 6 YEARS
containing information that may | AFTER USER ACCOUNT
be needed for audit or IS TERMINATED OR
investigative purposes and those |PASSWORD IS ALTERED,
that contain classified records. OR WHEN NO LONGER

NEEDED FOR
INVESTIGATIVE OR
SECURITY PURPOSES,
WHICHEVER IS LATER.
[GRS 24-6a]
2. Routine systems, i.e., those SEE SCHEDULE 2, ITEM
not covered by item F1. A3.
[GRS 24-6b] .
G. COMPUTER SECURITY DESTROY/DELETE 3
INCIDENT HANDLING, YEARS AFTER ALL
REPORTING AND NECESSARY
FOLLOW-UP RECORDS. FOLLOW-UP ACTIONS
HAVE BEEN
COMPLETED.

Verify Current version before use at:

Thttens Fimmdie T see 8 masn erens
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[GRS 24-7]

H. IT OPERATIONS

RECORDS.

1. Workload schedules, run DESTROY/DELETE

reports, and schedules of WHEN 1 YEAR OLD.

maintenance and support [GRS 24-8a]

activities.

2. Problem reports and related DESTROY/DELETE 1

decision documents relating to YEAR AFTER PROBLEM

the software infrastructure of the |IS RESOLVED.

network or system. [GRS 24-8b]

3. Reports on operations, DESTROY/DELETE

including measures of WHEN 3 YEARS OLD.

benchmarks, performance [GRS 24-8c]

indicators, and critical success

factors, error and exception

reporting, self-assessments,

performance monitoring; and

management reports.

[. FINANCING OF IT

RESOURCES AND

SERVICES.

Note: Copies of records needed

to support contracts should be in

procurement files, which are

under Schedule 5.

1. Agreements formalizing DESTROY/DELETE 3

performance criteria for quantity | YEARS AFTER

and quality of service, including | AGREEMENT IS |

definition of responsibilities, SUPERSEDED OR

response times and volumes, TERMINATED. i

charging, integrity guarantees, [GRS 24-9a]

and non-disclosure agreements. ;
NPR 1441.1D - Chapter2 Verify Current version before use at Page 2]] of 579
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2. Files related to managing
third-party services, including
records that document control
measures for reviewing and
monitoring contracts and
procedures for determining their
effectiveness and compliance.

[GRS 24-9b]

Page 212 of 579

DESTROY/DELETE 3
YEARS AFTER CONTROL |
MEASURES OR
PROCEDURES ARE
SUPERSEDED OR
TERMINATED.

3. Records generated in IT
management and service
operations to identify and
allocate charges and track
payments for computer usage,
data processing and other IT
services EXCLUDING records
that are part of the agency's cost
accounting system, which are
covered in Schedule 9/9B and
9/9C.

'RECORDS WITH NO

|3 YEARS OLD.

DESTROY/DELETE

OUTSTANDING
PAYMENT ISSUES WHEN

[GRS 24-9¢]

J. IT CUSTOMER SERVICE
FILES.

27

1. Records related to providing
help desk information to
customers, including pamphlets,
responses to "Frequently Asked
Questions," and other documents
prepared in advance to assist
customers. '

| [GRS 24-10a]

DESTROY/DELETE 1
YEAR AFTER RECORD IS
SUPERSEDED OR
OBSOLETE.

NPR 1441.1D -- Chapter2

2. Help desk logs and reports and
other files related to customer
query and problem response;
customer requests not covered
elsewhere in this schedule; query
monitoring and clearance; and
customer feedback records; and
related trend analysis and

reporting

Verify Current version before use at:
hitn/inedis 3. esfe.nasa.gov/

DESTROY/DELETE
WHEN 1 YEAR OLD OR
WHEN NO LONGER
NEEDED FOR REVIEW
AND ANALYSIS,
WHICHEVER IS LATER.
[GRS 24-10b]

Page 212 of 579
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Venly Current version DCIOT use au
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K. IT INFRASTRUCTURE
DESIGN AND

IMPLEMENTATION FILES.

Page 213 of 379

Records of individual projects
designed to provide and support
new agency IT infrastructure
(see Note), systems, and
services. Includes records
documenting (1) requirements
for and implementation of '
functions such as maintaining
network servers, desktop
computers, and other hardware,
installing and upgrading network
operating systems and shared
applications, and providing data
telecommunications; (2)
infrastructure development and
maintenance such as
acceptance/accreditation of
infrastructure components,
analysis of component options,
feasibility, costs and benefits,
and work associated with
implementation, modification,
and troubleshooting; (3) models,
diagrams, schematics, and
technical documentation; and
(4)quality assurance reviews and
test plans, data, and results.

1. Records for projects that are

DESTROY/DELETE 1

NPR 1441.1D -- Chapter2

not implemented. YEAR AFTER FINAL
DECISION IS MADE.
[GRS 24-11a]

2. Records for projects thatare | DESTROY/DELETE 5

implemented. YEARS AFTER PROJECT
IS TERMINATED.

Verify Current version before use at:
httne o nodisd osfiee nasa pon

[GRS 24-11b] |
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Verify Current version befor use at:
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3. Installation and testing records.

1 DECISION ON

Page 214 of 579

DESTROY/DELETE 3
YEARS AFTER FINAL

ACCEPTANCE IS MADE.
[GRS 24-11c]

Note: IT Infrastructure means the

basic systems and services used
to supply the agency and its staff
with access to computers and
data telecommunications.
Components include hardware
such as printers, desktop
computers, network and web
servers, routers, hubs, and
network cabling, as well as
software such as operating
systems (e.g., Microsoft
Windows and Novell NetWare)
and shared applications (e.g.,
electronic mail, word processing,
and database programs). The
services necessary to design,
implement, test, validate, and
maintain such components are
also considered part of an
agency's IT infrastructure.
However, records relating to
specific systems that support or
document mission goals are not
covered by this item and must be
scheduled individually by the
agency by submission of an SF
115 to NARA.

NPR 1441 1D -~ Chanter?

27

L. ELECTRONIC MAIL AND
WORD PROCESSING

SYSTEM COPIES.

Verify Current version before use at:

Page 214 of 579
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Electronic copies of records that
‘are created on electronic mail
and word processing systems and
used solely to generate a
recordkeeping copy of the
records covered by the other
items in this GRS 24 schedule.
Also includes electronic copies
of records created on electronic
mail and word processing
systems that are maintained for
updating, revision, or
dissemination.

1. Copies that have no further | DESTROY/DELETE
administrative value after the WITHIN 180 DAYS

recordkeeping copy is made. AFTER THE

Includes copies maintained by RECORDKEEPING COPY
individuals in personal files, HAS BEEN PRODUCED.
personal electronic mail [GRS 24-11a]

directories, or other personal
directories on hard disk or
network drives, and copies on
shared network drives that are ;
used only to produce the (
recordkeeping copy.

2. Copies used for dissemination, | DESTROY/DELETE
revision, or updating that are WHEN DISSEMINATION,

%f

maintained in addition to the REVISION, OR
' recordkeeping copy. UPDATING IS
COMPLETED. f
[GRS 24-12b]
2810 IT Security Contact Center Records
Mgr
2820 NASA Software Policies Contact Center Records
Mgr
2830 NASA Enterprise Architecture | Contact Center Records
, Mgr
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H

2840 IT Outsourcing Contact Center Records
Mgr

END OF SCHEDULE o ;

ify Current version before t:
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